BIOSECURITY AND BIOTERRORISM: BIODEFENSE STRATEGY, PRACTICE, AND SCIENCE

Volume 4, Number 3, 2006
© Mary Ann Liebert, Inc.

Conference Report

Risky Business: Planning for Pandemic Flu

BETH MALDIN and KATHLEEN CRISS

ISKY BUSINESS: PLANNING FOR PANDEMIC FLU was a

full-day conference on avian influenza for senior
business leaders and decision makers with responsibility
for business continuity, health, human resources, infor-
mation technology, and security. Held on June 21, 2006,
in Pittsburgh, Pennsylvania, the event was cosponsored
by the UPMC Disaster Management Center, the Center
for Biosecurity of UPMC, the University of Pittsburgh
Center for Public Health Preparedness, the Three Rivers
Contingency Planning Association, and the Pittsburgh
Regional Business Coalition. The conference brought
together experts and leaders from the medical, public
health, and business continuity sectors to apprise Pitts-
burgh leaders of the threat of avian influenza and to offer
suggestions on what the Pittsburgh business community
could do to prepare and respond. The symposium was at-
tended by more than 200 individuals from more than 100
different organizations (see Appendix).

The objectives of the conference were: (1) to apprise
Pittsburgh business leaders of the current pandemic in-
fluenza situation, (2) to provide a forum for business lead-
ers to share information and inform each other about ex-
isting plans and issues, (3) to support the creation and
implementation of company-specific planning, and (4) to
begin a long-term initiative to bring business and health-
care leaders together to protect the community. As Secre-
tary Leavitt has stated repeatedly, “Any community that
fails to prepare with the idea that somehow, in the end, the
federal government will be able to rescue them will be
tragically wrong.” With this in mind, leaders in medicine,
public health, critical infrastructure, and regional business
were eager to share information and experiences.

SYNOPSES OF SPEAKER
PRESENTATIONS

Transcripts and presentations (where available) are
posted at http://www.upmc.com/dmc/seminar/. What fol-
lows are synopses of lectures delivered at the sympo-
sium, with a focus on key judgments and recommenda-
tions.

Pandemic Influenza 101

Tara O’Toole, MD, MPH, CEO and Director, Center for
Biosecurity of UPMC

Dr. O’Toole discussed the differences between avian in-
fluenza and the typical influenza we experience each
year, the current status of avian flu, and the antivirals and
vaccines that may or may not be available during a pan-
demic. Dr. O’Toole also discussed national and interna-
tional plans to prevent and respond to an influenza pan-
demic.

e It is impossible to know when a pandemic will occur
or what it will look like. However, based on experi-
ences from 1918, 1957, and 1968, we know that pan-
demics do happen. Perhaps best said by Dr. E. Mar-
cuse, “The pandemic clock is ticking; we just don’t
know what time it is.”

* We are witnessing the first known panzootic of
highly pathogenic avian influenza (HPAI). HPAI
has spread in birds in 50 countries, 30 of which first
detected the virus during a 3-month period. Since
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HS5NI is now endemic in migratory birds, eradica-

tion is not possible.

e Vaccination, antivirals, and public health disease
containment efforts are all being considered as op-
tions to counter the devastating effects of an in-
fluenza pandemic, but at best this may slow the pan-
demic—and even this is unproven.
© Since flu viruses are constantly mutating, we can-

not stockpile pandemic vaccine, and we currently
do not have the manufacturing capacity to pro-
duce vaccine quickly once the pandemic strain has
been identified.

© There is a limited supply of antivirals, and to be
effective they must be administered shortly after
onset of illness. In addition, resistance to available
antivirals is a concern.

O Infection control, isolation of the sick, and quar-
antine of those exposed may slow the pandemic;
however, the incubation period for flu is only 2
days. Therefore, it will be difficult to trace and
quarantine contacts. There also may be presymp-
tomatic and asymptomatic spread of the disease.

Potential Impact on Business and Society

Colonel Randy Larsen, USAF (Ret.), Founding Director,
Institute for Homeland Security, and Senior Associate,
Center for Biosecurity of UPMC

Col. Larsen discussed the impact a pandemic may have
on society and the implications for business and the local
community.

* Those who plan are more successful in an emergency:
“Plans are useless, but planning is essential.” Planning
must include identifying core business functions and
key players, as well as developing a “deep bench” of
personnel and expertise to support critical functions. It
is most useful if company personnel, not outside con-
sultants, are directly involved in the planning, because
company personnel must be familiar with the plan in
order for it to be successfully implemented.

e Past disasters have shown that two-thirds of busi-
nesses that do not reopen within 2 weeks following a
disaster will file for bankruptcy within 1 year.

* One of the hardest hit companies on September 11,
2001, was Cantor Fitzgerald, which lost 650 em-
ployees that morning. What would have made the
company’s situation even worse would have been
for the surviving employees to be out of a job. In-
stead, when the markets reopened on September 16,
Cantor Fitzgerald was open for business. In less than
2 months, they were back to their pre-9/11 levels of
trading, more than $1 billion a week.
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* UPS demonstrated that it was a robust company
when a “hundred-year ice storm” hit their primary
hub, Louisville, Kentucky. The mayor ordered virtu-
ally everyone to stay home for 4 days; however, the
runways at the airport were cleared in 1 day. Be-
cause of standardized procedures and interoperable
training, UPS employees from other parts of the
country were flown into Louisville to run the
overnight sorts, which enabled UPS to continue to
deliver packages around the world.

PA DOH Pandemic Plans and Planning
Assumptions

Jeffrey A. Blystone, Public Health Program Administra-
tor, Bureau of Community Health Systems, Pennsylvania
Department of Health

Mr. Blystone discussed Pennsylvania’s plans for mass
triage centers, mass distribution of vaccine and antivirals,
and disease control.

e The Pennsylvania Department of Health has identified
potential Points of Dispensing (POD) sites throughout
the state. If it is necessary to administer vaccine or anti-
viral medication to the entire state population within 48
hours, it will require 588 PODs and 171,696 volunteers
to operate (on a 24-hour basis) vaccine PODs and
63,504 volunteers to operate antiviral PODs.

e Volunteers are currently being recruited through the
Medical Reserve Corps (MRC), the Citizen Corps, and
the Emergency System for Advanced Registration of
Volunteer Health Professionals (ESAR-VHP).

* The Pennsylvania Department of Health will be con-
ducting a survey to evaluate existing facilities, barri-
ers, and funding to establish locations to serve as al-
ternate care facilities, which would be necessary to
care for patients in the event that hospitals are over-
whelmed. However, the level of care that can be pro-
vided at these facilities is still being researched.

Allegheny County Pandemic Plan and
Communications

Bruce W. Dixon, MD, Director, Allegheny County Health
Department

Dr. Dixon discussed local plans for managing ongoing
county health operations, public communications, and
the establishment of mass care sites as well as local plans
for controlling the spread of disease.

e The Allegheny County Health Department (ACHD)
is working with the medical community to improve
its system of disease detection and identification.
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e The ACHD is also considering using the David L.
Lawrence Convention Center as a temporary hospi-
tal and/or triage center; the facility could accommo-
date approximately 3,000 people.

e The ACHD will likely recommend restriction of
movement within the county. The department esti-
mates that 90% of the population would comply and
remain at home, thus allowing essential personnel to
move throughout the city.

The Doctor Is In

Charles W. Mackett 1II, MD, FAAFP, Executive Vice
Chair, Department of Family Medicine, UPMC

Dr. Mackett discussed the likely availability of health-
care services during an influenza pandemic, access and
security at healthcare facilities, and UPMC’s plan for al-
teration of standards of healthcare services during a pan-
demic.

e UPMC has established a task force for pandemic
planning that has as its mission to protect staff and
address their concerns, to design and implement in-
novative treatments, to make fiscally responsible de-
cisions, and to act as a member of the community
and a leader in the healthcare industry.

e To increase surge capacity, UPMC is planning to
prioritize ICU care, reconfigure and expand ICU and
negative-pressure beds, and increase critical care
personnel through cross-training.

* During a pandemic, healthcare providers and the
community will need to understand that not every-
one will receive the necessary level of care. UPMC
is developing plans for “graceful” degradation of
services, because hospitals will simply not have
enough staff, space, or medical equipment to treat
everyone.

e UPMC, in developing the plan to “gracefully” de-
grade services in an emergency, is hoping and plan-
ning to receive input from the community, including
business and religious leaders.

e UPMC has a mass notification system that will en-
able it to contact employees and health plan patients
during a pandemic to provide critical information
and situation updates.

HR Practices for Pandemic Influenza
Susan M. Vismor, Senior Vice-President, Corporate Cri-

sis Management, Mellon Financial Corporation

Ms. Vismor discussed human resource policies for pan-
demic influenza, the process for developing these poli-
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cies, and barriers that have and have not been resolved
within Mellon.

e Mellon Financial Corporation is educating staff now
about staying home from work when they are sick. The
company will be offering free flu shots (which usually
cost $20) to all employees for the upcoming flu season.

e Realizing that employees may need to care for sick
family members or that it may be impossible to obtain
a note from a physician during a pandemic, employees
will be permitted to be absent for 7 days before going
on short-term disability.

e Mellon will offer flexible work hours for staff who
are fearful of contagion, allowing those individuals
to come to work during less crowded hours.

e Mellon Financial has identified critical functions
that would be affected by an assumed 30-40% ab-
senteeism rate, and it has evaluated how long each
function could be discontinued. In addition, Mellon
identified critical personnel and realized that 36% of
these key staff can work from home.

e Ms. Vismor highlighted the importance of cross-train-
ing staff in order to build internal capacity and redun-
dancy for critical functions. For example, because staff
and offices at Cantor Fitzgerald were cross-trained, the
London office was able to take over for the New York
City office after the September 11 terrorist attacks.

 Since public transportation may be affected during a
pandemic, Mellon recommends that companies con-
sider having a transportation company on retainer.
For example, following the July 7 London bomb-
ings, Mellon Financial staff were able to get to work
because the company had a pre-established agree-
ment with a transportation company and had prede-
termined pickup and drop-off locations.

e Ms. Vismor stressed the need to communicate
with staff, and she encouraged organizations to
have pre-established communication methods. For
example, because of the political unrest during the
G8 summit in Scotland, Mellon Financial employ-
ees received a phone call at home every morning
instructing them whether or not to report to work
in order to avoid putting staff in potentially dan-
gerous situations.

Global Pandemic Preparedness Planning for
Financial Continuity

Stephan Schenk, Vice President and Director for Busi-
ness Resiliency and Operating Risk, PNC Financial Ser-
vices Group, Inc.

Mr. Schenk discussed business plans to ensure the avail-
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ability of cash and financial services for individual cus-
tomers as well as initiatives that may be available to sup-
port businesses and ongoing trade.

e PNC Bank uses scenario-based planning to under-
stand the impact of potential disasters on business
continuity.

* Behaviors will likely change in the midst of a pan-
demic, as people may attempt to avoid crowds. For
example, people may begin to use more remote
ATM machines to get cash. This emphasizes the
need to continually monitor emergency situations
and to have flexible plans that can adapt to surprises.

e PNC has developed a multilevel response plan that
identifies actions that may be taken during three
phases of a pandemic: (1) limited outbreak with no
business impact, (2) outbreak with limited business
impact, and (3) major outbreak with severe business
impact.

Keeping Our Shelves Stocked

John Saunders, Director of Computer Services & IT Pro-
curement, Giant Eagle, Inc.

Mr. Saunders discussed Giant Eagle’s plans to keep
shelves stocked and pharmaceuticals available during a
pandemic in light of the reliance on a just-in-time deliv-
ery supply chain.

» Giant Eagle has 214 retail grocery stores containing
just fewer than 200 pharmacies; it also has 6 distri-
bution centers and 100 convenience store locations.
The company serves 4 million households.

e Giant Eagle is working to educate employees and
customers about pandemic influenza and recom-
mends that organizations have labor unions review
human resource policies as soon as possible.

e The company is preparing to increase the use of
credit and debit cards to reduce cash handling, and it
is expecting to increase drive-through services.

e With a just-in-time supply chain and more than
40,000 products sold in its stores, Giant Eagle aims
to have products spend as little time as possible in
the warehouse. For example, Mr. Saunders pointed
out that perishable food items are not stored but are
distributed via just-in-time inventory. Since addi-
tional supplies will be needed during a pandemic, it
will require additional warehouse space, which is
something the company is currently exploring.

* Commercial drivers may be in short supply, and there-
fore Giant Eagle is ascertaining whether other staff
members have commercial driver’s licenses and
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whether they are willing to drive in an emergency.

* Giant Eagle does not currently offer internet shop-
ping; however, this is something the company is
considering.

* Giant Eagle is developing a plan to determine how
and when it might begin rationing “core” items and
developing a process for notifying and explaining
this to customers.

Maintaining Local Operations

Michael P. Comiskey, Executive Director, Pittsburgh Re-
gional Business Coalition for Homeland Security

Mr. Comiskey presented an overview of the Pittsburgh
Regional Business Coalition for Homeland Security
(PRBCHS), which provides mechanisms to regional
businesses to support critical infrastructure protection
and the resilience of the local economy.

* The Pittsburgh Regional Business Coalition for Home-
land Security was created following Hurricane Ivan to
help businesses prepare for and respond to a disaster.

* Mr. Comiskey presented the three goals of the
PRBCHS: (1) making information available and foster-
ing business-to-business communication, (2) maintain-
ing an inventory of assets of varying kinds, and (3) pro-
viding education and training.

* According to the 9/11 Commission report, private sec-
tor preparedness is not a luxury but rather a cost of do-
ing business in the post-9/11 world.

* Since 85% of critical infrastructure is privately owned
and because the private sector is essential in any re-
sponse to a disaster, the PRBCHS is working to cata-
logue the resources and assets available in the Pitts-
burgh region so that they can be made available
quickly in an emergency through a single phone call.

Keeping the Lights On

Brian L. Riordan, MBA, General Manager, Corporate
Risk Management, Allegheny Energy, and John L.
Shaner, General Manager, Restoration and Emergency
Preparedness, Allegheny Power

Mr. Riordan and Mr. Shaner discussed how Allegheny
Power is planning to maintain services and how it will
prioritize degradation of services, should that become
necessary.

* Allegheny Power serves customers across more than
30,000 miles in Pennsylvania, Maryland, Virginia,
and West Virginia. To increase its ability to maintain
critical services, Allegheny Power is looking at es-
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sential functions and identifying areas in which staff
could be cross-trained.

e It is a member of the Regional Mutual Assistance
Groups, which allows for receiving and donating aid
to other areas during disasters; these agreements
have been tested during regional disasters.

* Allegheny Power has certified staff members in the
National Incident Management System (NIMS),
which allows the company to engage with government
and emergency agencies in responding to disasters.

e Allegheny Power has a personnel shortage plan in
place that could be activated during a pandemic or
other large-scale disaster; the plan is in alignment
with the North American Electric Reliability Coun-
cil (NERO).

Getting from A to Z in a Pandemic

Daniel J. Flanagan, Industrial Hygienist, Port Authority
of Allegheny County

Mr. Flanagan discussed how the Port Authority is plan-
ning to maintain services and, if necessary, how it will
prioritize degradation of services.

e The Port Authority of Allegheny County provides
transportation for 240,000 riders each weekday. It
manages 1,000 buses, 83 light rails, 75 mini-buses,
and 430 ACCESS vehicles (the ACCESS program
provides transportation primarily for senior citizens
and the disabled).

¢ A Pandemic Planning Committee was formed, and
planning is being coordinated with various local and
regional public health agencies.

* Issues have been identified and are being addressed,
such as prioritizing which workers will be vacci-
nated once vaccine becomes available, communicat-
ing schedule changes to the public, and exploring
methods for disinfecting trains and buses.

Working from Home during a Pandemic . . .
Maybe Not?

Robert Clark, Manager, Business Continuity and Emer-
gency Management Group, Verizon Business

Mr. Clark discussed company plans for mitigation, disas-
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ter recovery, and business continuity during a pandemic
or unplanned emergency.

e Verizon plans to allow many of its critical employ-
ees to work remotely, which has become easier as
technology continues to improve. Verizon also is
planning to stagger shifts to balance the load on net-
works.

e Mr. Clark noted that it is likely Verizon will shift
work to areas of the globe where the pandemic is
having less of an impact, assuming that the pan-
demic will not affect the entire world population
with the same severity at the same time.

e Mr. Clark suggested that organizations identify their
communications requirements now and contact ven-
dors regarding additional needs before the next
emergency. He also emphasized that Verizon is test-
ing its solutions now and recommends that all busi-
nesses do the same.
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APPENDIX.

MALDIN AND CRISS

ORGANIZATIONS IN ATTENDANCE AT CONFERENCE

Accenture

Acordia Wells Fargo

Affiliated Computer Services, Inc.
AIG

ALCOSAN

Allegheny County Airport Authority
Allegheny County Health Department
Allegheny Energy

Allegheny Energy Supply Company LLC
Allegheny Power

American Eagle Outfitters

American Red Cross

Ariba, Inc.

Astorino

Bayer Corporate & Business Services
Burt Hill

Calgon Carbon Corporation

Carnegie Mellon University

Cauley Detective Agency, Inc.

Center for Biosecurity of UPMC
Chatham College

Children’s Hospital of Pittsburgh

City of Pittsburgh

Cohen & Grigsby, PC

Dollar Bank

Duquesne Light Company

Eat’n Park Hospitality Group

Eckert Seamans

Education Management Corporation
Elliott Company

EPIC Metals Corporation

Equitable Resources, Inc.

Federal Bureau of Investigation
Federal Executive Board

Federal Home Loan Bank of Pittsburgh
Federal Occupational Health

Federal Reserve Bank of Cleveland
Federated Investors, Inc.

FirstEnergy Nuclear Operating Company
Fisher Safety

General Nutrition

Geneva College

Giant Eagle, Inc.

Highmark, Inc.

Huckestein Mechanical Services, Inc.
IBM

Indiana University of Pennsylvania
Kirkpatrick & Lockhart Nicholson Graham
Koppers, Inc.

Management Science Associates, Inc.
Marsh USA, Inc.

McMahon & Cardillo Communication
Mellon Financial Corporation
Memorial Medical Center

Meyer, Unkovic & Scott LLP

Mine Safety & Health Administration
Mine Safety Appliances

NIOSH-Pittsburgh

Office of Lt. Gov. Catherine Baker Knoll

Office of State Representative Mike Veon

Pennsylvania Department of Agriculture

Pennsylvania Department of Health

Pennsylvania Region 13

Pennsylvania State University

Perkins Eastman Architects

PGT Trucking, Inc.

Pittsburgh Business Coalition of Homeland Security

Pittsburgh Business Times

Pittsburgh Magazine

Pittsburgh Naval Reactors Office

Pittsburgh Plate Glass Place

Pittsburgh Post-Gazette

Pittsburgh Public Schools

Pittsburgh Regional Coalition for Homeland Security

PNC Financial Services Group, Inc.

Port Authority of Allegheny County

Private Chicken Breeder

Reed Smith LLP

Respironics, Inc.

Rite Aid Corporation

Robert Morris University

Seton-LaSalle Catholic High School

Slippery Rock University

Social Security Administration

Sprint/Nextel

SunGard Availability Services

T.W. Phillips Gas and Oil Co.

Telecommunications & Technology

Toffler Associates

United States Postal Service

University of Pittsburgh

University of Pittsburgh Center for Public Health
Preparedness

University of Pittsburgh Graduate School of Public Health

University of Pittsburgh Medical Center (UPMC)

University of Pittsburgh School of Medicine

UPMC Health Plan

UPMC Presbyterian/Shadyside

U.S. Department of Agriculture

U.S. Department of Homeland Security

U.S. Department of Housing & Urban Development

U.S. Department of Labor

U.S. Department of Transportation/Federal Aviation
Administration

U.S. EEOC

U.S. Steel

USA Mobility

VA Pittsburgh Healthcare System

Vector Security, Inc.

Verizon Business

Vincentian Collaborative Services

WDUQ-Radio

Westinghouse Electric Company LLC

WPXI-TV




