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The Biological Threat to U.S. Water Supplies:
Toward a National Water Security Policy

JENNIFER B. NUZZO

In addition to providing potable drinking water, U.S. water systems are critical to the maintenance
of many vital public services, such as fire suppression and power generation. Disruption of these sys-
tems would produce severe public health and safety risks, as well as considerable economic losses.
Thus, water systems have been designated as critical to national security by the U.S. government.
Previous outbreaks of waterborne disease have demonstrated the vulnerability of both the water
supply and the public’s health to biological contamination of drinking water. Such experiences sug-
gest that a biological attack, or even a credible threat of an attack, on water infrastructure could se-
riously jeopardize the public’s health, its confidence, and the economic vitality of a community. De-
spite these recognized vulnerabilities, protecting water supplies from a deliberate biological attack
has not been sufficiently addressed. Action in this area has suffered from a lack of scientific under-
standing of the true vulnerability of water supplies to intentional contamination with bioweapons, in-
sufficient tools for detecting biological agents, and a lack of funds to implement security improve-
ments. Much of what is needed to address the vulnerability of the national water supply falls outside
the influence of individual utilities. This includes developing a national research agenda to appropri-
ately identify and characterize waterborne threats and making funds available to implement security
improvements.

IN THE UNITED STATES, more than 160,000 public water
systems provide drinking water to more than 300 mil-
lion Americans. In addition to providing potable drinking
water, U.S. water systems are critical to the maintenance
of many vital public services, such as fire suppression
and power generation. Disruption of these systems would
produce severe public health and safety risks and could
be associated with considerable economic losses. Previ-
ous outbreaks of waterborne disease have demonstrated
the vulnerability of both the water supply and the pub-
lic’s health to contamination of drinking water. Such ex-
periences suggest that a biological attack, or even a cred-
ible threat of an attack, on water infrastructure could
seriously jeopardize the public’s health, its confidence,

and the economic vitality of a community. For these rea-
sons, water systems have been designated as critical to
national security by the U.S. government.

Concern over security at water utilities increased dra-
matically after September 11. Since 2001, there has been
an increased investment in water security efforts. In fis-
cal year 2002, the U.S. Environmental Protection Agency
(EPA) awarded approximately $51 million in grants to
help the largest community water utilities complete vul-
nerability assessments. Since 2002, EPA has provided
over $150 million in support for development of water
security—related tools, training, and technical assistance
to the water sector, states, and other supporting partners.'

Despite these investments, much work remains to pro-
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tect the U.S. water supply from attack. Most work to date
has been at the local level and has been ad hoc; it has fo-
cused largely on physical security and has not benefited
from a strategic analysis of risks and benefits. Current at-
tempts to safeguard the nation’s water supply are, there-
fore, hindered by a lack of science-based analysis of wa-
ter threats, inadequate tools for detecting and responding
to possible attacks, insufficient federal guidance to en-
sure that vulnerabilities are being thoroughly identified
by individual utilities, and a lack of financial resources
within the water sector to appropriately implement secu-
rity programs.

Although there are several ways that U.S. water sup-
plies could be disrupted, this article focuses on the spe-
cific threat of a biological attack on U.S. water supplies
and outlines challenges to developing a national strategy
to secure U.S. drinking water against this potential threat.
Specifically, this article proposes priority actions that the
federal government should take to achieve security in
this area.

FEDERAL AGENCY RESPONSIBILITY
FOR WATER SECURITY

In 1996, the nation’s water supply was designated as
one of eight national infrastructures vital to the security
of the United States, through the issuance of Executive
Order (EO) 13010. EO 13010 established the President’s
Commission on Critical Infrastructure Protection, which
concluded in 1997 that there was inadequate protection
against chemical or biological contamination of water
supplies and insufficient technology for the detection,
identification, and measurement of contaminants. In re-
sponse to the Commission’s findings, President Clinton
issued Presidential Decision Directive 63 (PDD 63) in
May 1998, which designated the U.S. Environmental
Protection Agency as the lead federal agency responsible
for protecting the U.S. water supply from intentional
physical, chemical, and biological attacks. In response to
PDD 63, EPA forged a partnership with the American
Metropolitan Water Association (AMWA) to establish a
secure system for sharing sensitive security information
with water utilities. Security activities under PDD 63 fo-
cused primarily on the 353 community water systems
that each serve more than 100,000 people.?

After September 11, 2001, EPA’s role in water secu-
rity was expanded under Title IV of the Public Health Se-
curity and Bioterrorism Preparedness and Response Act
(PL 107-188). A central mandate of PL 107-188 is the re-
quirement that all water utilities serving more than 3,300
people complete and submit to EPA vulnerability assess-
ments (VAs) that address potential opportunities for bio-
logical, chemical, and physical attacks. To protect the in-
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formation from widespread dissemination, access to the
more than 8,000 vulnerability assessments that are to be
submitted to EPA is limited to a few individuals desig-
nated by the administrator of EPA. Water utilities that
serve fewer than 3,300 people have been encouraged, but
are not required, to complete vulnerability assessments.>

Since 2002, President Bush has issued a series of
Homeland Security Presidential Directives to supersede
previous PDDs. Central to the management of national
water security efforts is Homeland Security Presidential
Directive 7 (HSPD7), which reinforces EPA’s role as
the sector-specific lead for water infrastructure. Under
HSPD7, EPA is tasked with identifying, prioritizing, and
coordinating water infrastructure protection activities,
and it is directed to work with the Department of Home-
land Security (DHS), which has the responsibility for co-
ordinating the overall national effort to protect critical in-
frastructure.’

To that end, DHS released the Interim National Infra-
structure Protection Plan (NIPP) in February 2005 as a
draft framework for coordinating critical infrastructure
protection across all critical infrastructure sectors. The
plan states that, as the designated Sector Specific Agency
for the Water Sector, EPA will “work with the private
sector and State, local, and tribal entities to further refine
stakeholder roles and responsibilities and implement the
NIPP (Base Plan) and the Sector-Specific Plans (SSPs)
that will become annexes to the NIPP.”* A revised plan
was issued in November 2005.> The plan is currently still
in draft form.

Homeland Security Presidential Directive 9 (HSPD9)
directs EPA to develop a surveillance and monitoring
program to provide early warning detection of a terrorist
attack using biological, chemical, or radiological con-
taminants. HSPD9 also requires EPA to develop a na-
tionwide laboratory network to support the routine moni-
toring and response requirements of the surveillance and
monitoring program.® In fulfillment of HSPD9, EPA an-
nounced in 2005 plans for its WaterSentinel, a pilot pro-
gram to develop and evaluate systems for timely detec-
tion of drinking water contamination threats.” The
potential success of the program is unclear, given that it
was appropriated in its first year (FY06) at less than 25%
of the President’s $44 million budget request.®

In 2004, the National Drinking Water Advisory Coun-
cil (NDWAC), an independent group that advises the
administrator of EPA, formed a working group dedicated
to water security issues. The Water Security Working
Group (WSWG) was charged with identifying: (1) vol-
untary practices that would constitute an active and ef-
fective security program at water utilities, (2) incentives
for utilities to implement those practices, and
(3) measures of progress for security program imple-
mentation. The 16 members of the WSWG included
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representatives of water and wastewater utilities, public
health practitioners, environmental regulators, and ad-
vocacy groups. The WSWG did not address specific
vulnerabilities at utilities or recommend specific actions
that utilities should take.'

PUBLIC RECORD OF PAST THREATS
TO WATER SUPPLIES

The threat of intentional contamination of water sup-
plies is not new. In 1941, Director of the Federal Bureau
of Investigation J. Edgar Hoover acknowledged the vul-
nerability of the U.S. water supply to attack:

It has long been recognized that among the public utili-
ties, water supply facilities offer a particularly vulnera-
ble point of attack to the foreign agent, due to the strate-
gic position they occupy in keeping the wheels of
industry turning and in preserving the health and morale
of the American Populace.?

Recent threats to the U.S. water supply have been doc-
umented. In January 2001, the FBI warned U.S. water
utilities of a threat from a “very credible, well funded,
North Africa-based terrorist group” to “disrupt water op-
erations in 28 U.S. cities.” In July 2002, following the
acquisition of Al Qaeda documents that included detailed
maps of several U.S. public water systems, the FBI
warned of possible terrorist attacks against American tar-
gets and specifically advised the nation’s water utilities
to prepare for attacks on pumping stations and pipes that
deliver water to consumers.'? In 2003, when the national
alert status was elevated to “high risk,” the Centers for
Disease Control and Prevention (CDC) and EPA issued a
health advisory via the CDC’s Health Alert Network
(HAN) that recommended increased vigilance by the
public health community and water utilities regarding the
possibility of a terrorist attack on water supplies.'! Later,
in 2004, the FBI and DHS issued a four-page bulletin to
law enforcement agencies and water utilities that detailed
a plot by unnamed terrorists to inject poison into the wa-
ter supply during chlorination. The bulletin suggested
that terrorists were interested in recruiting water utility
insiders to carry out the plot.'?

There have been additional threats to the water supply
that have not received widespread media attention. A 2003
report commissioned by the American Water Works Asso-
ciation Research Foundation queried water utilities, gov-
ernment agencies, and established terrorism incident data-
bases and found more than 100 cases of actual, threatened,
and disrupted plots to contaminate water supplies. Of
those cases, 20 incidents involved actual contamination
events, more than half of which occurred in modern water
supplies with pressurized pipe distribution.'3
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A major challenge to safeguarding the water supply is
that water systems are highly variable. In the U.S., there
are more than 54,000 community water systems* that
provide water to approximately 300 million people; 7%
of these systems provide water to 81% of the popula-
tion. The sources of water for these systems are varied:
approximately 53% of all drinking water in the U.S.
comes from groundwater sources (wells), while the rest
comes from surface water sources (reservoirs, lakes,
and rivers).'*

Drinking water quality depends on the initial quality of
the rivers, lakes, reservoirs, and wells that serve as source
waters and the effectiveness of treatment methods em-
ployed. Generally speaking, groundwater sources are
more isolated from possible microbial contamination
than surface water sources; however, there is less poten-
tial in groundwater for inactivation of microbes by nat-
ural environmental processes such as sunlight.!

Given the variable nature of water supplies, U.S. water
utilities use a variety of treatment processes to remove
contaminants from drinking water. The most commonly
employed methods include: filtration (physical removal
of particles), flocculation (coagulation of smaller parti-
cles into larger particles) and sedimentation (settling out
from water of coagulated particles using gravity), and
disinfection (ultraviolet or chemical inactivation of mi-
crobial contaminants).'® The specific treatment scheme
used by a water utility may vary, depending on utility
size, cost, and quality of the source water. Most bacteria
can be effectively inactivated by disinfection; however,
conventional treatment methods (disinfection and filtra-
tion) may not inactivate some toxins and pathogens."

In a typical community water supply system, treated wa-
ter is transported under pressure through a distribution net-
work of buried pipes, where it may be diverted into storage
containers or delivered directly to consumers. For the most
part, major investments in the infrastructure that supplies,
treats, and distributes water in the U.S. have not been made
for decades, and, as a result, many components of the sys-
tems are aging and in need of replacement."”

In light of the heterogeneity of water systems in the
U.S., the national approach to safeguarding water sup-
plies has placed the responsibility for assessing vulnera-
bilities and making security improvements on individual
utilities. In conducting vulnerability assessments, it is up

*The U.S. EPA defines community water systems as those
systems that are connected to 15 year-round residences or serve
25 persons in a residential setting on a year-round basis. In this
way, community water systems are a subset of public water sys-
tems, which include any water supply systems that deliver wa-
ter for human consumption through a pipe or pipes.'*
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to each utility to determine its most likely threat sce-
nario—for example, whether it is more likely to experi-
ence a terrorist attack or tampering by vandals—and to
identify components of its system that are most vulnera-
ble. The decentralized nature of this process has made it
difficult to measure on a national level what progress has
been made in securing the U.S. water supply.

VULNERABILITY OF WATER
SYSTEMS TO INFECTIOUS
DISEASES AND BIOTOXINS

Drinking water could be intentionally contaminated at
the original water source (e.g., a lake or reservoir), during
treatment, in pipes that distribute water to points of use,
or in storage containers. Water systems could be inten-
tionally compromised through biological (or chemical or
radiological) contamination or through physical damage
to the treatment or supply infrastructure. In addition to
biological attacks, water supplies could be disrupted
through cyber attacks on computerized operations that
control delivery and treatment, or through interruption of
interdependent activities, such as transportation of chem-
ical disinfectants or electricity for pumping. Although
utilities will have to consider all of these threats, this arti-
cle focuses on the possibility of a biological attack on
water supplies.

There is evidence to suggest that drinking water could
be a vehicle for intentional contamination with a biologi-
cal agent (microbe and biotoxin). Many Category A and
B biological agents are believed or known to be transmis-
sible by water. According to one list developed by the
U.S. Army, of 18 organisms and 9 biotoxins that may be
used as biological weapons, 44% and 89%, respectively,
have been identified as water threats.'® Another 28% of
biological organisms and 11% of biotoxins are consid-
ered probable water threats. Several waterborne patho-
gens and toxins are known to be stable in water for long
periods and are resistant to commonly employed disin-
fection methods.

Moreover, the ability of waterborne pathogens to
cause massive outbreaks has been demonstrated. In
1993, a huge outbreak of cryptosporidiosis occurred in
Milwaukee, Wisconsin. Cryptosporidium organisms
passed undetected through two water treatment plants
and are estimated to have caused more than 403,000 ill-
nesses and 4,400 hospitalizations among the 800,000
customers served by the water system.!® Although this
incident was not the result of bioterrorism, it demon-
strated to public health professionals the vulnerabilities
of populations to microbial contamination of treated wa-
ter supplies. Cryptosporidium was first identified in
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1907, but it was not recognized as a source of waterborne
disease until 1987 when it was associated with a 15,000-
person outbreak in a filtered system in Georgia.?’ This
suggests that there is much work to be done in improving
our understanding of drinking water as a source of com-
munity illness.

PROTECTION AFFORDED BY
WATER TREATMENT

Water treatment (filtration and disinfection) can reduce
the risk posed by pathogens if microbial contaminants
are introduced into the source waters of a water supply.
The use of chlorine to disinfect drinking water is com-
monly cited as one of the major public health successes
in reducing community illness of the 20th century. De-
spite the use of filtration and disinfection in U.S. water
systems, outbreaks of disease associated with drinking
water in those systems continue to occur. The effective-
ness of water treatment in removing or inactivating
pathogens depends largely on the type of treatment
method employed and the resistance of a particular
pathogen.

While the threat posed by conventional microbial con-
taminants may be reduced by common methods of treat-
ment, there is limited information regarding what levels
of reduction are possible for many potential bioweapons
agents. It has been shown that some waterborne patho-
gens, such as Cryptosporidium and Bacillus anthracis,
are resistant to disinfection by chlorination. The toler-
ance of a number of other potential water threats—such
as Brucella species, plague, and smallpox—to disinfec-
tion by chlorination is unknown or unpublished.'® In-
creasing the amount of disinfectant used in a water sup-
ply may improve the efficiency of pathogen inactivation;
however, water utilities generally maintain chlorine
residuals at the lowest levels that will keep the system in
compliance with conventional microbial requirements, in
an effort to minimize the formation of potentially harm-
ful disinfection by-products.” Physical removal of
pathogens through filtration is widely used in U.S. water
system treatment, but it is generally not an efficient
means of removing smaller pathogens, such as viral par-
ticles.?!

Many experts agree that the best approach to ensuring
water quality is through application of multiple barriers
to contamination in supply, treatment, and distribution,
but some community water systems have not adopted
this approach. In particular, some surface water systems,
including those that serve some of the largest U.S. cities,
do not use filtration to remove pathogens that may resist
the disinfection process.!”
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THE ROLE OF DILUTION

It is a widely held view that it would be difficult to ef-
fectively poison the water supply because contaminants
would be diluted by large volumes of water in most sys-
tems. It is certainly true that dilution of a contaminant re-
duces the amount of a biological agent to which an indi-
vidual would be exposed, but the actual reduction in risk
posed by the diluted contaminant is difficult to calculate.
The threat of illness resulting from intentional contamina-
tion of the water supply depends in part on the infective
dose of the introduced pathogen. For some waterborne
pathogens, it can take as few as 1 to 10 organisms to make
an individual ill. The infective dose for other waterborne
pathogens, however, is not known.?' If water supplies are
contaminated, it will not be possible to dilute the level of
biological agents below a concentration of one.

Intentionally contaminating most surface water source
waters with sufficient quantities of pathogens or toxins to
sicken hundreds, thousands, or more people could be lo-
gistically difficult. Nationally, most reservoirs contain
from 3-30 million gallons of water. Larger cities may be
served by reservoirs that contain several hundred billion
gallons of water. For example, water resides in the 412-
billion gallon Quabbin reservoir that serves metropolitan
Boston for years before it reaches the distribution sys-
tem.?> Given the immense size of the nation’s larger
reservoirs and long residence times of water in reser-
voirs, it is not likely that reservoirs can be intentionally
contaminated with most pathogens in sufficient quanti-
ties to cause widespread illness.

A more concerning source of vulnerability is the po-
tential introduction of a microbial agent into the distribu-
tion system of a water supply, because such systems are
highly accessible, are downstream from water treatment
processes, and are closer to the point of consumption
than reservoirs. A biological attack on the distribution
system would use utility pipes for the opposite of their in-
tended purpose: Instead of carrying water out of a tap, the
pipes would spread pathogens or biotoxins to nearby
homes or businesses. With an understanding of hy-
draulics, an attacker could use utility pipes to inject and
deliver pathogens to consumers.

The introduction of contaminants to the water supply
via access points in the distribution system was demon-
strated in a widely reported incident in Charlotte, North
Carolina, where a fire truck accidentally pumped more
than 60 gallons of firefighting foam into the distribution
system through a fire hydrant.”? In addition to fire hy-
drants, taps in residences and businesses may be potential
points of access to the distribution system.

In a recent Government Accountability Office (GAO)
report, which sought water security experts’ views on
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key security-related vulnerabilities of drinking water sys-
tems, an attack on the distribution system was named as a
key concern. Seventy-five percent of these experts cited
the ease with which distribution systems can be accessed
as a main concern regarding the vulnerability of the dis-
tribution system. In particular, they mentioned the diffi-
culty of preventing the introduction of a contaminant into
the distribution system from inside a public building.?*

CONSEQUENCES OF AN ATTACK

There is ample evidence to suggest that contamination
of U.S. water supplies could produce significant public
health and economic consequences. Experience with
nondeliberate contamination events has demonstrated
that, even when the number of deaths associated with an
outbreak is low, the healthcare costs to the community
may be considerable. A study that examined the financial
impact of the 1993 Milwaukee outbreak estimated ill-
ness-related costs (medical costs and productivity losses)
of more than $96 million.? Only 1% of cases were hospi-
talized, but their medical costs accounted for 89% of total
outbreak-related medical costs. Moreover, costs to gov-
ernment agencies that were involved in the outbreak in-
vestigation (CDC, EPA, Wisconsin Division of Public
Health, City of Milwaukee Health Department, Milwau-
kee Water Works, and 17 local health departments) were
estimated at more than $2 million immediately following
the outbreak.

An important consideration regarding the strategic im-
portance of the U.S. water supply is that the national wa-
ter infrastructure affects every single U.S. citizen. With-
out an effective government response and proper
management, an attack on a U.S. water supply could
have an economic impact and cause a loss of public con-
fidence not only in the affected system, but also in water
supply systems throughout the country. Maintaining con-
sumer confidence is an ongoing challenge for the water
industry, even without having experienced an attack. The
1999 nationwide survey by the National Environmental
Education & Training Foundation found that 65% of
Americans either take additional steps to treat their
drinking water or drink bottled water in their homes.
Moreover, some 24% of Americans reported that they do
not drink tap water at all.?® The study authors concluded
that, despite the fact that U.S. water companies and utili-
ties maintain some of the highest quality public drinking
water in the world, many consumers are wary of tap wa-
ter. Given the challenges already facing the industry, an
attack on one portion of the water supply could further
erode public confidence in the safety of drinking water as
a whole.
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Contamination events can result in political repercus-
sions at all levels of government. In 2000, an outbreak of
E. coli 0157 and Campylobacter occurred in Walkerton,
Ontario, when improperly treated water was pumped to
taps throughout town and sickened more than 2,000 peo-
ple. Although the individual water operators were con-
victed of criminal charges (for falsifying water treatment
reports), a public inquiry also placed blame on the
provincial government. In particular, the report criticized
Ontario’s privatization of water quality testing as failing
to provide adequate oversight to ensure water safety: “If
the Ministry of Environment had adequately fulfilled its
regulatory and oversight role, the tragedy in Walkerton
would have been prevented . . . or . . . reduced in
scope.”?” Following the inquiry, an outraged public held
its political leaders accountable: In the next provincial
election, the opposition party won majority control in
Ontario, partially campaigning on safe drinking water.?8

Water supplies do not actually have to be contaminated
for disruption to occur. Given the lack of diagnostic tools
to rapidly and reliably rule out a threat of contamination,
hoaxes or threatened incidents of contamination can pose
considerable management and response challenges for
water utilities and political leaders. One example was in
the Village of Orwell, Ohio, which received a generic
threat against its water supply just before the 2004
Thanksgiving weekend.?® In the interest of safety, the lo-
cal leaders made the decision to advise citizens not to use
their tap water for consumption while the incident was
being investigated; it was ultimately determined to be a
hoax. The do-not-use order lasted through the holiday
weekend. To ensure that the Village’s thousand or so res-
idents received the notice, Village employees directly
contacted every home in the affected area via phone or by
paper notice if they were not able to reach a household by
phone (Village of Orwell, Ohio, Water/Sewer Depart-
ment; personal communication). This single incident
demonstrates the considerable amount of resources that
hoaxes can demand even in small communities.

CURRENT LIMITATIONS TO
ACHIEVING SECURITY

Difficulty Detecting and Recognizing
Contamination Events

A fundamental challenge to protecting water supplies
from deliberate or threatened contamination is our inabil-
ity to rapidly assess whether an attack has occurred.
Strategies that are currently used for routine monitoring
of water supplies are not adequate for detecting threats
real-time or for determining the presence of exotic con-
taminants. Water supplies are monitored routinely for
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only a small number of contaminants, and results may
take from hours to days.

For more than a century, public health professionals have
relied on an indicator organism approach to assessing mi-
crobial contamination of water supplies. That is, drinking
waters are routinely monitored for enteric bacterial organ-
isms that might suggest the presence of microbial contami-
nation from human waste. This conventional analysis is
slow and will not detect the presence of bioweapons agents
that are not likely to be associated with sewage.

Additionally, the sampling strategies commonly asso-
ciated with conventional water quality monitoring may
not detect the presence of bioweapons before the contam-
inated water reaches the population. This is because
monitoring of water quality in the distribution system
may be conducted less frequently than sampling of reser-
voirs, other source waters, and treated water as it leaves
the water treatment plant.

The emphasis on source water monitoring may have
implications for the ability to prevent outbreaks, as there
is evidence to suggest that distribution systems may be an
increasingly important source of outbreaks of waterborne
disease. The National Research Council (NRC) reports
that the percentage of outbreaks attributable to distribu-
tion systems is on the rise. From 1999 to 2002, 50% of
outbreaks reported in community water systems were re-
lated to problems in the water distribution system (as
compared with 30% of outbreaks from 1971-1998).3°
The reasons for this upward trend are not clear, but the
NRC report suggests a possible reason may be the fact
that regulations for distribution systems have not been as
extensive as they have been for surface waters. Both the
reliance on indicator organisms for monitoring water
quality and the focus on monitoring water at the source
suggest that traditional water sampling schemes may not
detect a biological attack on water supply, especially one
targeting the distribution system.

Enhanced techniques for real-time or near—real-time
detection of contaminants (including bioweapons agents)
in water supplies are currently being investigated, but
considerable work is needed before they will be available
for widespread use.?! The availability of specialized wa-
ter testing (i.e., reference laboratories) is limited in most
parts of the country, which further limits our ability to re-
spond to a biological attack.3?> The importance of improv-
ing detection capabilities and developing real-time moni-
toring capabilities was highlighted in a GAO survey of
drinking water experts.>* Approximately 93% of the ex-
perts in the GAO report rated the expansion of research
and development of near—real-time monitoring technolo-
gies as a high-priority activity for federal support. More-
over, nearly 70% of the experts rated this activity as war-
ranting the highest priority for federal funding, which far
surpassed the rating of any other activity.
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Until more sophisticated monitoring capabilities are
developed, it is highly probable that there will be a lim-
ited ability to detect an attack before a population is ex-
posed, and the first signs that that attack has occurred
may be the recognition of increased morbidity (sickness)
within a community. However, experience with naturally
occurring waterborne outbreaks suggests that it may be
difficult to recognize through epidemiologic investiga-
tion that a water supply has been contaminated.

Identifying drinking water as a source of an outbreak is
difficult, given the epidemiologic characteristics of wa-
terborne illness. First, many of the signs and symptoms
of waterborne disease are nonspecific and often mimic
more common medical conditions and disorders. While
waterborne pathogens may cause significant illness, in-
cluding chronic and life-threatening disease in immuno-
compromised populations, the health effects may be
more limited in healthy patients. Even if a pathogen
causes significant and recognizable morbidity in a popu-
lation, it may be difficult to assess the extent of illness
(i.e., case numbers) within the community. Infected indi-
viduals may not be detected by the public health system,
as was observed in the Milwaukee outbreak in which it
was determined that 88% of infected patients did not seek
medical attention for their symptoms. Consequently,
health authorities in Milwaukee did not recognize the
waterborne outbreak until nearly a month after contami-
nation began."

Second, when a waterborne disease outbreak is recog-
nized, the causative agent may never be identified. Ac-
cording to a report by the National Academies of Sci-
ence, the etiology of 50-60% of identified waterborne
disease outbreaks is never determined.’!

Finally, it may be difficult to identify drinking water as
the source of the outbreak. Even if infected individuals
do seek clinical care and are reported as cases to public
health authorities, these patients may not be aware of pre-
vious waterborne exposure and may not be able to pro-
vide an accurate exposure history. This decreases the
likelihood that drinking water will be identified as the
source of infection within the community. Furthermore,
water samples taken after illness has shown up in a com-
munity may not reveal contamination, as the pathogen
that caused infection is likely to have left the water sys-
tem by the time illness is detected.

Therefore, it is critically important for clinicians to be
familiar with the signs and symptoms of waterborne ex-
posure to biological agents; detecting a biological attack
on the water supply will be difficult if clinicians limit ex-
posure histories to inhalational and cutaneous routes of
exposure. But most practicing physicians have received
limited training to help them diagnose and evaluate wa-
terborne disease either from intentional or natural con-
tamination of water supplies.!!
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Some communities have implemented syndromic sur-
veillance systems in hopes that they will provide early
recognition of disease outbreaks or a biological attack.
The concept of using syndromic surveillance for detect-
ing waterborne outbreaks is based on experience from
the 1993 Milwaukee outbreak of cryptosporidiosis
(which, at that time, was not a reportable disease). The
outbreak was detected through reports to the city health
department of widespread absenteeism and substantial
increases in sales of over-the-counter antidiarrheal med-
ications.®® There is no evidence that syndromic surveil-
lance systems offer a comparative advantage over the
likelihood that an astute clinician would notify the health
department of an unusual public health event. The utility
of syndromic surveillance systems in detecting any bio-
logical attack, including one on the water supply, simply
has not been demonstrated. However, an evaluation of
syndromic surveillance in recognizing a hypothetical
aerosol attack suggests that these systems may not signif-
icantly improve the ability to recognize or respond to a
biological attack.>*

Some utilities also monitor calls to customer com-
plaint centers to provide early warning of an unusual
change in drinking water quality. However, given that
biological agents are odorless and tasteless, it is un-
likely that a biological attack will be recognized by cus-
tomer complaints prior to an increase in morbidity
within the community.

Lack of Data to Inform Response Planning

Most research on microbial bioweapons has focused
on aerosols, rather than waterborne exposure.’ As a re-
sult, there is a paucity of data surrounding the vulnera-
bility of the water supply to contamination with a bio-
weapon. How biological organisms, including most
bioweapons, will perform in distribution systems is
largely unknown as are infectious dose and tolerance
to disinfectants. It is also not understood if known
bioweapons will display similar clinical pictures when
ingested as they do when acquired via airborne or der-
mal exposure. Such information is critical for recogniz-
ing a waterborne outbreak and for assessing its likely
morbidity and mortality.

These data are critically important for utility operators
and public health officials to accurately assess the degree
to which public health may be threatened by an attack on
the water supply. Consequently, experts have highlighted
the need for additional research in the water sector. In re-
viewing the state of science surrounding water security, a
National Academies panel found that while “conven-
tional wisdom holds that water’s dilution effects would
necessitate large quantities of contaminants to pose
health problems” it is a “conjecture . . . poorly supported



154

by research.”? As a result of the paucity of scientific
data, the National Academies have called for more care-
ful analysis to determine precisely what agents, and in
what quantities, pose a serious threat if present in a
potable water supply.

There are also limited data available on how best to
respond to a biological attack on the water supply.
Since public safety concerns (such as firefighting capa-
bilities) may prevent shutting off contaminated sup-
plies, a routine response is to issue a boil-water advi-
sory. This usually means that consumers are told to
bring water to a boil for 1 minute before using it for
drinking, brushing teeth, or washing dishes.’® While
this method may be effective for inactivating patho-
gens commonly associated with contamination by hu-
man or animal waste, some research suggests that it
may not be effective for some bioweapons agents. A
study by the EPA found that holding water at a rolling
boil for 1-3 minutes in an open container would not be
sufficient to inactivate Bacillus anthracis spores.’’
Therefore, issuing standard boil-water advice may not
be adequately protective.

There is also some evidence to suggest that boiling
water contaminated with certain pathogens may in-
crease the risk of exposure.’® In 1999, researchers ex-
amined the safety of boil-water advisories if water was
contaminated with an anthrax-like bacterium. The in-
vestigation found that boiling water contaminated with
the spore-forming bacterium Bacillus subtilis (a surro-
gate of anthrax) can result in dispersal of the bacteria to
local air environments. Thousands of viable spores
were found in aerosols generated during the vapor
phase of boiling, which led the authors to conclude that
boiling contaminated water may constitute a consider-
able risk of exposure via aerosol inhalation and deposi-
tion on surfaces.

It is also not clear under what conditions utilities
could urge customers not to use contaminated water even
for showering, as the risk of possible inhalational expo-
sure is not understood. Although respiratory infections
associated with inhalational water exposure are well doc-
umented for the bacterium Legionella pneumophila, it is
unclear if other waterborne pathogens could be transmit-
ted through inhalational exposure.

A very limited set of data suggests there is at least some
risk of acquiring a respiratory infection from Cryptosporid-
ium species, though it is unknown to what extent drinking
water plays a role in such cases.>** Although infections of
this kind are rarely reported, it is unclear how infection
would occur within a community if more people in the
community were exposed to high doses of infectious
agents. Without compelling scientific evidence to support
the safety of the water, public perception may necessitate
the provision of alternate water supplies following an at-

NUZZO

tack. Experiences with natural disasters have demonstrated
that it takes considerable planning and resources to be able
to provide external sources of water to communities for
more than a few days.

RECOMMENDATIONS FOR
FUTURE ACTIONS

Develop a Comprehensive Research Agenda to
Improve Knowledge of Water Threats

There is currently not enough of an evidence base to
assess the true vulnerability of water supplies to biolog-
ical attack. A national water security policy should in-
clude a research agenda to address critical knowledge
gaps. The EPA’s National Homeland Security Research
in this area must be publicly available so that water util-
ities and the public health and healthcare communities
that are responsible for preventing or responding to bio-
logical attacks on the water supply have the appropriate
information to develop preparedness and response plans
and to communicate with the public should an event oc-
cur. Until the state of knowledge regarding water bio-
threats is improved, utilities and public health authori-
ties may have very little evidence to guide their
preparations to thwart an attack on the water systems or
their response to actual attacks on these systems. This
research would also help federal authorities assess na-
tional progress in preparing for biological attacks on
water supplies.

Although there has been some federal activity in creat-
ing a national research agenda, recent analyses of these
activities have revealed gaps. The EPA’s Water Security
Research and Technical Support Action Plan identified
critical research needs and created a plan for addressing
those needs. However, a National Research Council
(NRC) panel evaluation of EPA’s Plan identified critical
gaps in the scope of the research plan and suggested al-
ternative priorities for EPA to pursue. Furthermore, the
NRC panel criticized the plan’s failure to address the fi-
nancial resources required to complete the research and
to implement needed countermeasures to improve water
security.>* The EPA’s Office of Inspector General
(OIG) also has been critical of the agency’s research ac-
tivity, citing failure to use information from completed
vulnerability assessments to identify water security re-
search needs. The OIG report included the following
quote from a member of the National Research Council
panel that reviewed EPA’s research plan:

The vulnerability assessments provide information that
could provide guidance. It will provide EPA an opportu-
nity to address vulnerabilities instead of guessing what
they are. It will provide assurance that all that needs to be
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considered have been considered or we risk leaving our
self at risk. Access to the vulnerability assessments
would strengthen whatever plan is developed.®

Information contained in vulnerability assessments
should be used to identify and prioritize research needs.

Improve Federal Guidance to Ensure
Vulnerabilities Are Adequately Addressed
by Individual Utilities

Although the water supply has been designated as a
critical asset to the security of the nation, the responsibil-
ity for securing the sector rests with individual utilities,
and there is limited opportunity for oversight by the fed-
eral government. This decentralized approach has made
it difficult to assess whether increased activity has re-
sulted in greater security across the nation, in part be-
cause there are no mechanisms for measuring progress
across the water sector.

The EPA has limited authority to: (1) ensure that indi-
vidual utilities have accurately characterized and priori-
tized their vulnerabilities commensurate with the threat,
(2) identify specific areas where security improvements
are needed, and (3) prioritize future program needs. This
is because while EPA is the repository of more than
8,000 utility VAs, it is precluded by the Bioterrorism Act
from disclosing any information derived from the VAs.
Only individuals specifically designated by the EPA Ad-
ministrator may have access to the assessments and re-
lated information. These individuals are precluded from
using information gleaned from VAs to allocate funds to
specific utilities for implementing security improvements
and for issuing guidance documents for the water sector.

The EPA’s OIG has expressed concern over the lack
of federal oversight over the completion of vulnerabil-
ity assessments. In a 2003 report, the OIG reported that
it was “important that EPA promptly analyze vulnera-
bility assessments submitted by large utilities . . . to de-
termine whether the assessments adequately and com-
prehensively address terrorist threats.”¢ Of particular
worry to the OIG was evidence from interviews with
utilities and water security experts that suggests that
“vulnerability assessments submitted may emphasize
traditional, less consequential and less costly threats,
such as vandalism and disgruntled employees . . . and
may not necessarily address terrorist scenarios of the
events of 9/11 that motivated passage of the Bioterror-
ism Act.”*® The OIG also expressed concern that neither
the EPA nor the methodologies used by utilities to com-
plete the vulnerability assessments provided threat
guidance that identified the most vulnerable compo-
nents unique to water systems. Specifically, the OIG re-
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port maintained that distribution system threats have
not been adequately emphasized.

Critical decisions regarding how to prioritize and ad-
dress the bioterrorist threat to water supplies should not
be left solely up to water utilities. While water utilities
may have the best understanding of the specific vulnera-
bilities and physical limitations of their systems, they do
not have the analytical and institutional resources re-
quired to assess the relative likelihood and potential im-
pacts of national security threats, particularly those with-
out well-defined solutions. This is especially true with
respect to the potential for a biological attack on the wa-
ter supply, as it is a threat that is not well understood and
something with which utilities have very little expertise.

Even in situations where clear guidance exists, some
utilities find it difficult to address fairly straightforward
public health threats, such as lead contamination of
drinking water. A 2004 investigation by The Washington
Post, which examined 65 large water systems across the
country that had reported lead levels near or exceeding
federal standards, found that dozens of utilities obscured
the extent of lead contamination in their systems, ignored
requirements to correct problems, and failed to report
data to regulators.*’ According to The Washington Post,
some of the nation’s largest and arguably better-funded
water systems did not report lead-level tests that showed
high readings to regulators or their consumers. Further-
more, in their sampling, utilities may have avoided
retesting homes that had previously demonstrated high
lead levels.*’ These utilities have maintained that these
inconsistencies represent differences in interpretation of
water regulations and were not attempts to deceive the
government. At the least, this investigation illustrates
that active and directive federal guidance in interpreting
water security threats and implementing programs to ap-
propriately address these threats is warranted.

Vulnerability assessments, which also are used to inform
emergency response plans and to help identify (and, hope-
fully, implement) corrective actions to system vulnerabili-
ties, are a fundamental basis of our current national ap-
proach to ensuring security of the water supply. Since the
strength of water security programs rests on the quality of
each utility’s VA, it is in the best interest of the nation to be
sure that utilities have completed these assessments appro-
priately. Moreover, it will not be feasible to prioritize future
program activities without a national assessment of how
thoroughly individual utilities are addressing the threat and
where additional improvements are needed. The U.S. gov-
ernment should develop a mechanism whereby the EPA
can confidentially evaluate (i.e., protect from Freedom of
Information Act requests) all vulnerability assessments and
can report extracted information in aggregate to identify
areas where additional commitment of federal financial re-
sources and technical assistance can improve progress.
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Increase Federal Funding for
Security Improvements

To secure the nation’s water supply, the federal gov-
ernment must create a grant program specific to water
sector security improvements. The financial state of the
water sector is such that utilities will be unable to
maintain comprehensive security programs for the long
term. As reported in a 2004 GAO report, drinking wa-
ter and wastewater utilities will need to invest hun-
dreds of billions over the next 20 years just to maintain
their infrastructure for routine operations. The pro-
jected needs range from $485 billion to nearly $1.2 tril-
lion.*® EPA estimates 20-year needs for drinking water
transmission and distribution to be $83.2 billion, plus
an additional $18.4 billion for storage facility infra-
structure needs.*

In 2002, a survey of several thousand water utilities re-
ported that 29% of drinking water and 41% of waste-
water utilities were not generating enough revenue from
user rates and other local sources to cover their full cost
of service. As a result, roughly one-third of the utilities
deferred maintenance because of insufficient funding,
had 20% or more of their pipelines nearing the end of
their useful life, and lacked basic plans for managing
their capital assets.*

Although some federal funds have been made avail-
able for security activities at utilities, current funding lev-
els are insignificant with respect to the sector-wide
needs. In fiscal year 2002, EPA awarded approximately
$51 million in grants to help the community water sys-
tems serving more than 100,000 customers complete vul-
nerability assessments. Since 2002, EPA has provided
over $150 million in support for development of water
security—related tools and for training and technical as-
sistance. These funds, however, have not focused on
making security improvements within systems.

Following September 11, the American Water Works
Association (AWWA), a trade organization representing
the water industry, estimated that it will cost $1.6 billion
for initial security upgrades at all drinking water utili-
ties.”® The extent of true costs of protecting the water
supply from biological attack is not well defined, in part
due to lack of understanding of the nature of the biologi-
cal threat. However, as stated above, the water sector
faces critical financial shortfalls just to maintain normal
operations, without the added responsibility of making
security improvements.

It has been suggested that EPA’s Drinking Water State
Revolving Fund (DWSRF) program can be used to help
states assist utilities in making security improvements.
This program provides funding to states to allow them to
help water systems to make infrastructure improvements
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to meet public health standards and reliably deliver safe
drinking water. However, there are limitations to the use
of these funds.

First, since the purpose of these funds is to help drink-
ing water systems meet public health standards and reli-
ably deliver safe drinking water, security improvement
projects will have to demonstrate a direct relationship to
these aims to be eligible for funding.

Second, the amount of monies available through these
funds is limited and does not match the sector needs for
meeting current public health standards, much less for
addressing additional security-related needs. According
to a 2003 report by the Association of State Drinking
Water Administrators (ASDWA), a professional associa-
tion serving state drinking water programs, the gap be-
tween the financial and personnel resources that state
programs have to ensure protection of drinking water is
growing. ASDWA’s 50-state survey found that funds
available in 2002 covered only 78% of program needs,
and it projected that, by 2006, available funding will
meet only 62% of program needs.’! This assessment did
not consider the additional resource demand associated
with water security programs.

Finally, there are additional requirements for using
these funds that may make them difficult to use for main-
taining security programs or making security-related sys-
tem improvements, not the least of which involves public
disclosure requirements for funded projects.

In addition to implementing security improvements,
federal funds also are critically important for the devel-
opment of molecular technologies for detecting and mon-
itoring bioweapons agents in water supplies. An NRC re-
port, which examined the barriers to the development and
standardization of advanced monitoring technologies,
found that the principal impediments to progress in this
are the lengthy requirements for technical development,
the cost of more sophisticated monitoring, and institu-
tional resistance to change. The NRC panel concluded
that government investment will be required to overcome
these hurdles. In particular, government funding will be
necessary to provide the impetus required for technical
development and to ensure that the consumer cost of
these technologies is low enough to facilitate the imple-
mentation.’! In funding research and development pro-
grams, the federal government must consider the needs
and operational limitations of water utilities, to ensure
that developed technologies will actually improve the
sector’s capacity to respond to real or threatened contam-
ination events. Many of the water utilities’ concerns
about implementing monitoring technologies are docu-
mented in AWWA’s 2005 report, Contamination Warn-
ing Systems: An Approach to Providing Actionable Infor-
mation to Decision-Makers.>
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CONCLUSION

Although federal activity has designated the water sup-
ply as a critical infrastructure vital to the security of the
United States, there has not yet been a strategic analysis
on the national level of what it would actually take to
achieve security in this area. Water security activities to
date have largely centered on implementing physical se-
curity measures (such as security guards and fences).

Protecting water supplies from a deliberate biological
attack on the distribution system has not been sufficiently
addressed, partially due to a lack of scientific understand-
ing of the true vulnerability of water supplies to inten-
tional contamination with bioweapons. Although the cur-
rent strategy to secure national water supplies places the
bulk of the responsibility on individual utilities, much of
what is needed to address the vulnerability of the national
water supply falls out of the influence of individual utili-
ties. This includes developing a national research agenda
to appropriately identify and characterize waterborne
threats and to improve methods for real-time detection of
waterborne pathogens, developing biologically sound
plans for responding to real and threatened contamina-
tion events, and making funds available to implement se-
curity improvements.

Given the limited funding available within the water
sector, it is likely that significant progress toward securing
national water supplies will not be made without greater
federal involvement. The water sector needs both addi-
tional funding to maintain security programs and technical
assistance to ensure that security improvement projects are
appropriately identified and prioritized. Progress in this
area will require substantial commitment of the federal
government with substantive input from the utilities.
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