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The Challenge of Hospital Infection Control During a
Response to Bioterrorist Attacks

ROBERT W. GROW and LEWIS RUBINSON

THE PURPOSE OF THIS PAPER is to provide a concise
overview of infection control practices and their im-

plications for health care delivery for persons with re-
sponsibility for biodefense planning, program manage-
ment, or policy development. Infection control practices,
here defined as methods to prevent person-to-person
transmission of contagious disease in health care settings,
would be an integral part of interrupting the spread of an
epidemic in the aftermath of a bioterrorist attack with a
contagious pathogen. This paper is not intended as a de-
finitive guide to infection control practices for health care
personnel or institutions; such guidelines already exist.1

Instead, the focus is on the challenges that widespread
implementation of rigorous infection control practices
would pose to hospital operations, especially were hospi-
tals required to deliver medical care for unusually high
numbers of patients after a bioterrorist attack. Three of
the six Category A biological agents/diseases (smallpox,
plague, and the viral hemorrhagic fevers) are transmissi-
ble from person-to-person, and hospitals caring for pa-
tients with these diseases would need to implement ag-
gressive infection control practices.

CONTAGIOUS DISEASE IN THE
HOSPITAL ENVIRONMENT

As demonstrated by the SARS outbreak, hospitals can
become major venues for contagious disease transmission.
In Canada, as of July 11, the majority (77%) of probable
SARS cases resulted from in-hospital exposures.2 Simi-
larly, in Taiwan, the Director General of the Health Min-
istry stated that after the initial importation of SARS, al-
most all (94%) SARS infections were transmitted within
hospitals.3 Past experiences with contagious diseases such

as smallpox and measles have also shown that hospitals fa-
cilitate person-to-person disease transmission.

Hospitalized patients with contagious diseases can
subsequently infect other patients and health care work-
ers (HCWs). Many patients in U.S. hospitals today are
highly susceptible to infection because of illnesses such
as AIDS or due to therapeutic procedures such as trans-
plants or chemotherapy. HCWs that have contact with
the skin, respiratory secretions, or body fluids of conta-
gious patients may inadvertently spread the disease to
themselves or to other patients.

In 1991, the Centers for Disease Control and Preven-
tion established the Hospital Infection Control Practices
Advisory Committee (HICPAC), comprised of experts in
the fields of infectious diseases, nursing, surgery, epi-
demiology, and public health, to develop and standardize
infection control guidelines for health care institutions.
The HICPAC guidelines are comprised of environmental
controls and personal protection measures for health care
personnel coming into contact with potentially conta-
gious patients. Environmental controls such as air han-
dling equipment, isolation rooms that are maintained at
an air pressure less than surrounding work areas, and
guidelines for proper cleaning (and/or decontamination)
of facilities are of great importance in preventing the
spread of contagious diseases. Readers are referred to the
Centers for Disease Control and Prevention website
(h t tp : / /www .cdc .gov/ncidod/h ip /envi ro /guide .
htm) for additional information regarding environmental
controls.4 Also critical in preventing the spread of conta-
gious disease is personal protective equipment (PPE),
such as gloves, gowns, and masks. The rest of this article
will discuss the infection control protocols and the PPE
that HCWs must utilize to adhere to the HICPAC guide-
lines and offer some illumination of the logistical com-
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plexity this might entail in the aftermath of bioterrorist
attacks.

CATEGORIES OF INFECTION 
CONTROL PRACTICE

For contagious diseases, understanding the route of
person-to-person transmission of disease is critical to
preventing spread. The HICPAC guidelines organize in-
fection control practices into four major categories, with
Standard being the most modest category and Airborne
being the most rigorous (see below). Diseases are as-
signed to a category based on how they are spread.

Standard Precautions

� Use: Recommended for diseases that can be spread by
contact with the patient’s blood or body fluids (e.g.
HIV, Hepatitis B/C). Not routinely used for most
HCW-patient interactions.

� PPE: Face shield or surgical mask* with eye protection
(only for interactions expected to splash or spray body
fluids), gown, and gloves.

� Environmental Controls: None.

Contact Precautions

� Use: Recommended for diseases that can be spread by
touching the patient or touching an object that the pa-
tient touched (e.g., herpes, scabies). Must be used dur-
ing all patient-HCW interactions, even when HCWs
are not expecting to have contact with the patient’s
blood or body fluids.

� PPE: Face shield or surgical mask with eye protection
(only for interactions expected to splash or spray body
fluids), gown, and gloves.

� Environmental Controls: Placement of patient in pri-
vate room, limit movement and transport of patient,
dedicated patient care equipment.

Droplet Precautions

� Use: Recommended for diseases that can spread via
large-particle droplets (.5 mm) in the air (e.g., in-
fluenza, mumps). Large-particle droplets do not travel
over long distances; transmission is highest at short
distances (,3 feet).

� PPE: Face shield or surgical mask with eye protection,
gown, and gloves.

� Environmental Controls: Placement of patient in pri-
vate room, limit movement and transport of patient.

Airborne Precautions

� Use: Recommended for diseases that can be transmit-
ted through air by small infectious particles (aka
droplet nuclei) over long distances (e.g., tuberculosis,
measles). Droplet nuclei may travel through ventilation
systems endangering patients and HCWs that have no
direct contact with the contagious patient.

� PPE: Gown, gloves, and an N95 mask (a specific type
of filtering mask) with eye protection or a powered-air-
purifying respirator (PAPR).*

� Environmental Controls: Placement of patient in a
negative pressure isolation room with 6–12 air
changes per hour and discharge of air to outdoors or
through a monitored high-efficiency filtration system,
room door remains closed, limit movement and trans-
port of patient.
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What if there was an outbreak of smallpox?

Consider a hypothetical scenario in which a hospital nurse is providing care to four patients with smallpox.
Smallpox requires Airborne precautions, meaning that health care workers need to don gloves, gown, and an
N95 mask and eye protection or PAPR-type respirator before entering each patient’s room. If the nurse must
visit the four patients twice each hour, during the course of an eight hour shift the nurse will change protective
equipment a minimum of 64 times. If each period of dressing and subsequent removal of protective equipment
takes only two minutes each (which is optimistic), the nurse in this scenario will spend over four hours of an
eight-hour shift doing nothing more than changing and disposing of equipment. This estimate is conservative,
since during a large-scale bioterrorist attack, nurses may be caring for even more patients and working longer
shifts. In addition, other health care personnel such as physicians and custodial and food service staff would
also need access to the patient. Like the nurse, each person entering the room of a person with smallpox must
follow Airborne precautions.

*See footnote c in Table 1.



siderable planning and education and constant attentive-
ness by HCWs. Table 1 illustrates some of the complexi-
ties, material and time costs, and operational challenges
HCWs would face in implementing and adhering to in-
fection control protocols in the setting of bioterrorism re-
sponse.

Adherence to Airborne and Droplet precautions is
influenced by many variables such as risk perception,
physical comfort, familiarity with equipment and pro-
tocols, and perceived difficulty of adherence.  The in-
herent challenges in adhering to these infection control
protocols would be greatly magnified in situations of
high acuity, high patient volume, scarcity of equip-
ment or countermeasures, or the presence of an unfa-
miliar potentially lethal disease—all possible condi-
tions in a hospital caring for victims of a bioterrorist
attack with a contagious pathogen (see sidebar). In ad-
dition, it has been documented that HCWs are more
likely to adhere to infection control precautions if the
hospital’s protocols are designed by those considered
to have expert-level knowledge. Only 56% of infection
control practitioners that responded to a recent survey
report receiving any training in bioterrorism prepared-
ness.5 Recognizing the challenges that infection control
practices in general, and Droplet or Airborne infection
control practices specifically, would place on hospitals is
important for leaders responsible for hospital and gov-
ernment bioterrorism planning efforts, and particularly
important for those unfamiliar with clinical care and hos-
pital function.
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FIG. 1. Gown, gloves, surgical mask, and face shield used for
Standard, Contact, and Droplet precautions.

FIG. 2. Gown, gloves, eye protection, and N95 mask used for
Airborne precautions.

FIG. 3. Gown, gloves, and PAPR used for Airborne precau-
tions.

THE CHALLENGES POSED BY DROPLET
AND AIRBORNE PRECAUTIONS

Infection control practices are incorporated in the day-
to-day operations of hospitals, but at any given time in a
given hospital there are typically only a small number of
patients (if any) with diseases that require Droplet or Air-
borne precautions. Adherence to Airborne and Droplet
precautions is logistically burdensome and requires con-
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oo
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in
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ed
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lo
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in
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nn
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 D

ep
en
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th
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ty
pe

 o
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fi
lt

er
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at
er

ia
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el
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 th
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P
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 v
ar
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ty

 o
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. T
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 b
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ed
 b
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in
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vi
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l h
ai
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 it
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of
 b
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at

hi
ng

, b
ut
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lk

y 
an
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om
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to
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.



REFERENCES

1. Garner JS. Guideline for Isolation Precautions in Hospitals.
Hospital Infection Control Practices Advisory Committee.
Available at http://www.cdc.gov/ncidod/hip/ISOLAT/Iso-
lat.htm. Accessed 7-25-2003.

2. Health Canada. Available at http://www.hc-sc.gc.ca/pphb-
dgspsp/sars-sras/pdf-ec/ec_20030718.pdf. Accessed 7-17-
2003. 

3. McNeil DG. SARS Fears Shake Taiwan Medical Staffs. The
New York Times. May 21, 2003.

4. Sehulster L, Chinn RYW. Guideline for Environmental In-
fection Control in Health-Care Facilities, 2003. Recommen-
dations of CDC and the Healthcare Infection Control 
Practices Advisory Committee (HICPAC). Division of
Healthcare Quality Promotion. Available at http://www.
cdc.gov/ncidod/hip/enviro/guide.htm. Accessed 7-25-
2003. 

5. Shadel BN, Rebmann T, Clements B, Chen JJ, Evans RG.
Infection control practitioners’ perceptions and educa-

tional needs regarding bioterrorism: Results from a na-
tional needs assessment survey. Am J Infect Control 2003;
31:129–134.

6. Borio L, Inglesby T, Peters CJ, et al. Working Group on
Civilian Biodefense. Hemorrhagic fever viruses as biologi-
cal weapons: medical and public health management. JAMA
2002;287:2391–2405.

Address reprint requests to:
Lewis Rubinson, MD

Johns Hopkins Center for Civilian Biodefense
Strategies

111 Market Place, Suite 830
Baltimore, MD 21202

Email: lrubinso@jhmi.edu

Published online: September 11, 2003

GROW AND RUBINSON220


